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User manual

Remote Issuing and renewing
of a certificate
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1. Getting started

This manual contains information and step-by-step instructions on how to request issuing and
renewal of the certificates that are used to access the F.Business Internet banking service
powered by Faktura.ru.

1.1 Terminology

A Certification center is a legal entity that issues certificates.

An Agent is an authorized representative of Certification center. It verifies documents, transfers
or confirms requests and hands out certificates to clients.

A Certificate administrator is an Agent employee that is authorized to manage certificates on
behalf of the Agent.

The Certificate administrator back office (APM AgMuHucTpaTopa Knou) is a web service that
allows a certificate administrator to manage client's certificates. Only an authorized bank
employee can use the back office.

A client is a client of the bank. A client can be a natural person, a legal entity or a sole proprietor.
Cryptography keys is a generic term for public and private signature and encryption keys.

A smart key dongle is a portable hardware-software device used for information encryption. It
is designed to store a signature key, a signature verification certificate and other information.
Smart key dongles have protected memory, reading or copying the data stored on the Smart
key dongle is impossible.

1.2 Smart key dongles

There are three types of smart key dongles in the Service:

= A Rutoken smart key dongle 2.0.

= A ESMART smart key dongle CmapTt-kntod ESMART that supports GOST.

Faktura.ru

= A Cosmo smart key dongle that supports international standards and RSA.
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1.3 Getting started

[Ona BbIMoONMHEeHWa Mpouenypbl yOanéHHOro monydYyeHusa cepTrudmkaTta HeobxXxoauM OoauH U3
cnenytoulmx 6paysepos: In order to complete the procedure of remote issuing and renewing of
certificate, one of the following browsers is required:

e Internet Explorer 11 or higher for Windows 7, 8, 10 (recommended).
e Latest version of Google Chrome with installed extension.

£ VHTepHeT-MarasuH chrome & Bxen

Pa3Hele > Pacwwupenws > WHTepHeT-GaHk Faktura.ru

G MHTepHeT-6aHk Faktura.ru

ApTop: faktura-plugin-developers

* %y 78 | PaGoTta | 2 MNonkaoeatenen: 60 000+

O63op OT3biBLI Moxoxue

HDHTDDﬂb OBVIMHeHA Mo CHeTy: NPacTo W

Faktura.ru

[efelel ]



https://chrome.google.com/webstore/detail/%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82-%D0%B1%D0%B0%D0%BD%D0%BA-fakturaru/fmpmimlmjgfnplmmfenbpgikbdgjcdim
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2. Remote issuing

Step 1. Creating request for issuing a certificate

In order to create a request for issuing a certificate you need to use the link similar to
https://ca.faktura.ru/ca/new-certificate?agentld=* provided by the bank.

*is an Agent (bank) identification. Contact you bank to get the correct link.

The «Request for financial Certificate (2 Class)» form will open in the web-browser. The form is
available in English and Russian. To change the language click EN or RU in the top right corner.

EN RU

Faktura.ru 3anpoc Ha nonyuene dunarcosoro ceptudmkara (2 Knacc)

OBPA3EL,

MHhopmupyem

MoaTeep:#aeHWe BRauM cepTudmrata ocywectenAeTcA 000 "BAHK"

YE2HWTE MECTO XpaHeHUA cepTudmrraTa

Tain CUsers\ . \Desktoph

A

3anonNHWTE AHKETY ANdA NONyYeHHsa cepTudMKaTa

QamMunuA | Meaxos MMA | Msan

OTuecTBO | Meanosw

Ceptudmkat BEIAAETCA hUIUIECKDMY NULYY

HawmexoeaHue
opraHuzaLyn

000 "Pomaluxa” WMHH/KWO 770 45

BallK KOHTAKTHLIE OaHHLIE

CtpaHa Poccwa lopon | Mocksa

Anpec | KapetHet pag 5.1 ®

TenedoHn 292 18 E-mail ek .

EHumanmne!

MNogTeepavTs



https://ca.faktura.ru/ca/new-certificate?agentId=*
https://ca.faktura.ru/ca/new-certificate?agentId=*
https://ca.faktura.ru/ca/new-certificate?agentId=*
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On this page, in the «Please be informed, that» segment you can see the name of the Agent,
that will be issuing the certificate.

In order to create a request for issuing a certificate:

1. Select a device/folder where you want to store a certificate:

&

Smart key (GOST)
Smart key (RSA)
File

In order to save a certificate on your smart key dongle (GOST) you need to have
the latest version of the OS configuration app installed. The latest version of the
app is available here for Mac and here for Windows.

2. Fill in the form:

&

First, last and middle name - indicate the full name of the employee that will get the
certificate. If the employee has a middle name, it is a mandatory to fill in. Under 50
characters. You can use letters, numerals and special characters: period ., dash —,
apostrophe ', underscore _and minus -

Organization — indicate organization name where the employee works. You can use
letters, numerals and special characters: period ., dash —, apostrophe ', underscore _
and minus -

TIN (INN) —indicate organization’s TIN (INN). Under 12 characters. Not mandatory

If the certificate will be issued for a natural person, check the «Issue certificate
for an individual» checkbox.

Country - «Russia» is set by default

City - indicate city where the organization resides. Start entering city name and select
one of the suggested options (if your city or town is not listed, please contact us at
support@faktura.ru)

Address - indicate organization’s address. Under 255 characters

Phone - indicate employee’s phone number. Under 20 characters. Not mandatory
Email - indicate employee’s email

It is crucial to indicate a working and accessible email, because the link for saving
a certificate will be sent to this email. It will also be used for receiving notification
on renewing the certificate.

3. After you have filled in the form, click «Confirmy».

The input data will be automatically transliterated.


https://faktura.ru/b2b/faq/skachat-programmnoe-obespechenie-mac-os
https://faktura.ru/b2b/faq/skachat-programmnoe-obespechenie-windows
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Faktura.ru Request for financial Certificate (2 Class)

Please check the data correctness

Full name  Cheshujjkina Marina Karpovna Organization 000 'UslugaServis'

INN

Country RU City Moscow

Your contact details

The following fields are not used for certificate registration, but used as an additional information about you, when signing a
certificate.

Address | yn Npawmas, g1, od 101 Phone 29876543210

E-mail | cheshuikina@usl.ru

o) I

4. Then you need to send all this information to your Agent (bank) by clicking the «Submit»
button. You will also be asked to enter a PIN code (or a password for a certificate in a file)

in the corresponding window. We recommend using on screen keyboard for entering the
PIN code.

If you are using Rutoken smart key dongle, the first time you use it you will be
asked to change a preset PIN code and a preset administrator PIN code. See also
«Changing PIN code on Rutoken smart key dongles».

After you have entered a PIN code you will see a page with your request number and a link to
an application on issuing a certificate.

Request accepted

YaocToeepaAoLmMiA LieHTp "Authority" npuHan Baw 3anpoc N 1ec0b1137491bf Ha Bblgady cepTudMkata "Knace 2"

At the moment only your Private(secret) key has been generated

To use the certificate you also need a Public key.

You shall receive a link (URL) to receive a certificate, as soon as your data is confirmed by the Agent of the Certificate Authority.

Print the application form for a certificate issue for legal entities: Application form for legal entities

Please note, that an application on issuing must be printed out, signed and presented to the
Agent (bank) in the fashion set by your bank.
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Step 2: Saving a certificate

After your request has been approved by the Agent (bank) you will get a letter to a specified
email with link to a certificate.

If you used an English interface for creating the application, the link in the letter
will lead to a page in English as well.

Click the link to proceed to saving the certificate.

The saving certificate page contains a link to an Acceptance act. The Acceptance act must be
printed out, signed and presented to the Agent (bank) in the fashion set by your bank.

N RU

Faktura.ru Saving of certificate

Your certificate details

Subject: CMN=Cheshujjkina Marina Karpovna, 0=000 'UslugaServis', L=Moscow, C=RU
Certificate Authority: CN=Class 2 CA, OU=CAs, O=FTC, C=RU

Serial number. Gabag

Request number: 1ecOb1137491bf

View and print the Acceptance Certificate

Press the 'Save certificate’ button
Your certificate will be automatically stored in directory C\Users\Deskiop

Save certificate

Click «Save certificate» and enter your PIN code (or a password for a certificate in a file) to save
you certificate.

After the certificate was saved, you will see the corresponding message.
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3. Remote renewing

Step 1. Creating request for renewing a certificate

In order to create a request for renewing a certificate you need to use the link similar to
https://ca.faktura.ru/ca/new-certificate?agentld=*, provided by the bank.

*is an Agent (bank) identification. Contact you bank to get the correct link.

The «Certificate renewal» form will open in the web-browser. The form is available both in
English and in Russian. To change the language click EN or RU in the top right corner.

EN RU

Faktura.ru Ccertificate renewal

Specify a certificate storage device / folder

Smart key

Next

In order to create a request for renewing the certificate:
1. Select a device/folder where you store your certificate:

= Smart key
= File

the latest version of the OS configuration app installed. The latest version of the

: In order to save a certificate on your smart key dongle (GOST) you need to have
app is available here for Mac and here for Windows.

2. Click «Next». You will also be asked to enter a PIN code (or a password for a certificate in a
file) in the corresponding window. We recommend using on screen keyboard for entering
the PIN code.

asked to change a preset PIN code and a preset administrator PIN code. See also

If you are using Rutoken smart key dongle, the first time you use it you will be
C «Changing PIN code on Rutoken smart key dongles».

3. The page with information on the certificate will open. Here you can view and edit (if
needed) your phone number and email. Then click «kRenew» to send a request for renewing
the certificate.


https://ca.faktura.ru/ca/new-certificate?agentId=*
https://ca.faktura.ru/ca/new-certificate?agentId=*
https://ca.faktura.ru/ca/new-certificate?agentId=*
https://faktura.ru/b2b/faq/skachat-programmnoe-obespechenie-mac-os
https://faktura.ru/b2b/faq/skachat-programmnoe-obespechenie-windows
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Faktura.ru certificate renewal

Your certificate

Subject: CN=Cheshujjkina Marina Karpovna, O=000 'UslugaServis', L=Moscow, C=RU
Issuer: CN=Class 2 CA, OU=CAs, O=FTC, C=RU

The request for a certificate renewal will be sent to Certificate authonty
Please check the accuracy of your e-mail address, contact phone number and press the button 'Renew certificate’
Phone | 29876543210
E-mail ' cheshuikina@usl.ru

Make sure, that you specify valid email address, since it will be used to receive a link for
saving a key certificate and to get notices on ceriificate expiry.

You will see a page with your request number and a link to an application on renewing a
certificate.

Request accepted

YaocTosepAoLwmMiA LieHTp "Authority" npuHan Baw 3anpoc N 39b3216f97b9f Ha oGHoBneHWe cepTudmkara "Knace 2"
At the moment only your Private(secret) key has been generated.

To use the certificate you also need a Public key

You shall receive a link (URL) to receive a cerificate, as soon as your data is confirmed by the Agent of the Certificate Authority.

Step 2: Saving a certificate

After your request has been approved by the Agent (bank) you will get a letter to a specified
email with link to your renewed certificate.

If you used an English interface for creating the application, the link in the letter
will lead to a page in English as well.

Click the link to proceed to saving the renewed certificate.

10
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Faktura.ru Receiving of a renewed certificate
Your certificate details
Subject: CN=Cheshujjkina Marina Karpovna, O=000 'UslugaServis', L=Moscow, C=RU
Certificate Authority: CN=Class 2 CA, OU=CAs, O=FTC, C=RU
Serial number: 437162
Request number: 39b3216197bST

NMpexTopha knoya: CUsers\Deskiop\key
To receive a renewed certificate, please sign the Acceptance Certificate using your active key

Please press the 'Sign the Acceptance cerificate’ button and enter the key password

Sign the Acceptance Certificate

Please note, that the Acceptance is an official document and only available in Russian. The
Acceptance act should be signed by the certificate which is an equivalent of a handwritten
signature. By signing the Acceptance act you confirm that you are now receiving the certificate.
Click the «Sign» button and enter your PIN code (or a password for a certificate in a file).

l\_:';] Sign document? Close C‘\

Acceptance certificate of the Key Certificate for Verification of Electronic Signature

Novosibirsk 14.12.2018

The legal entity 000 "UslugaServis", heremafter referred to as the "CLIENT", represented by its authorized
person Yemviiknsa Mapuua Kapmoema, on the one side, and 3A0 "TECT", hereinafter referred to as the
"AGENT", represented by AmumHor AmveH Kirodernd, acting under 300X56, on the other side, have drawn up
this Acceptance Certificate in accordance with the Rules of "AUTHORITY" Certificate Authonity on the
following:

1. The Agent has verified the CLIENT s details, the Certificate Authority has created the Key certificate for
verification of electronic signature (hereinafter referred to as the "Certificate”) and provided the CLIENT with 1t
on 14.12.2018, and the CLIENT has accepted the original of the following Certificate on digital carrier:

Subject CN=Cheshuyjkina Marina Karpovna, 0=000 "UslugaServis', L=Moscow, C=RU
Serial

Number Gabaa

Signature ;

Algorithm SHATwithRSA

Issuer CN=Class 2 CA, OU=CAs, O=FTC, C=RU

Valid from  14-12-2018
Valid to 22-01-2023
Public key
algorith:? RSA
30 81 8902 81 81 00 £0 4d 9c 5¢ d0 84 1) 87 6d 52 a7 2c a8 7d f1 5a4fal a9 79 el 72 e5 ec 52 40
d4bf597d 9e 13 afl 3596 53 e83 92 6fe5 ldef cb 78 5242 27 0a B c5 16 fc 49 2a 31 44 aT ef 24
Publickey aa35c1f9835b4e2faceSb0a94430c93eel 1039217926498 51 cFe2 bl 73 05 2d 56 6e 13

o e 4 4 amomem o ma omm e dm omm A “ 4 s D T N ~

n
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After the Acceptance act is signed, the page with a renewed certificate will open. Click «Save
certificate».

Faktura.ru Saving of certificate

Your certificate details

Subject: CN=Cheshuijjkina Marina Karpovna, O=000 "UslugaServis', L=Moscow, C=RU
Certificate Authority: CN=Class 2 CA, OU=CAs, O=FTC, C=RU

Serial number: 437162

Request number: 39b321619709t

View and print the Acceptance Certificate

Press the 'Save certificate’ button
Your certificate will be automatically stored in directory C\Users\Deskiop\key

Save certificate

After the certificate was renewed and saved, you will see the corresponding message.

12
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4. Changing PIN code on Rutoken smart
key dongles

The first time you use the smart key dongle you will be asked to change the default PIN code
and administrator PIN code. The procedure of changing a PIN code will be initiated
automatically:

1. First, click «OK» in this window.

Kpuntonposaiigep FTC GPK g

. Texywmii PIN-koa noteHumansHo HebesonaceH. HeoBxoanmo cmeHnTs
i;!-_ﬁ €ro Ha HOBbIN

Text in the window:
The default PIN code is not secure. Please change it

2. The PIN code changing window will open.

a. Input the default PIN code which is 12345678

b. Come up with a PIN code (at least 8 cumBoOnoB) and type itin
c. Type itin again

d. Click «OK»

Cwmena PIN-koaa @

BeeguTe crapblit PIN-Koq (ocTanock essccssse
nonsiTok: 10)

BeeguTe HOBbIN PIN-Kog escesssse

MoaTeepauTe BBEAEHHOE 3HaYeHne eessscces

[ S 3

oK || omena |

Text in the window:
Enter the current PIN code (tries left: 10)
Enter a new PIN code
Enter a new PIN code again

3. Then you will be asked to change a default administrator PIN code. Click «OK» in this
window.

13



digi+al bank:ng Changing PIN code on
ecosyst-—m Rutoken smart key dongles

|2

Kpuntonposaitgep FTC GPK

 Texywwii PIN-kog aaMuHNCTpaTOpa NoTEHUNaNbHO HeBesonaceH.
i’f!:ﬁ HeoBxoanmMo CMEHWTE Ero Ha HOBbIN

Text in the window:
The administrator PIN code is not secure. Please change it

4. The administrator PIN code changing window will open:

a. Input the default PIN code which is 87654321

6. Come up with an administrator PIN code (at least 8 cumBonoB) and type it in
B. Type itin again

r. Click «OK»

Cmena PIN-koga agMuHmucTpatopa ﬂ

BeeguTe crapblit PIN-Koq (ocTanock ssccssse
nonsiToK: 10)

Beegute HOBLIN PIN-Kog escescsne

MoaTeepauTe BBEAEHHOE 3HaYeHue sesccccss

OK ][ OTmeHa ]

Text in the window:
Enter the administrator PIN code (tires left: 10)
Enter a new administrator PIN code
Enter a new administrator PIN code again

5. The next window will open, where you need to enter your user access PIN code you have

just changed.

Kpuntonposaingep FTC GPK Q

CmapT-«kmo4: PYTOKEH 3LMN

BeeauTe PIN-koa (ocTanocs nonbimok: 10): essssses

[ OK ] [ OTtmeHa

Text in the window:
Smart key dongle: Rutoken

Enter the PIN code (tries left: 10)
14
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